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The Internet of things (loT) and wireless sensor networks (WSNs) have been rapidly and tremendously developing
recently as computing technologies have brought about a significant revolution. Their applications and
implementations can be found all around us, either individually or collaboratively. WSN plays a leading role in
developing the general flexibility of industrial resources in terms of increasing productivity in the loT. The critical
principle of the 10T is to make existing businesses sufficiently intelligent to recognize the need for significant fault

mitigation and short-cycle adaptation to improve effectiveness and financial profits.

wireless sensor networks (WSNSs) Internet of things (loT) computer network security

| 1. Introduction

The Internet of things (I0T) and wireless sensor network (WSNs) have seen a rapid and massive transformation in
recent years, when all the computer science domains, operating independently or collaboratively, have seen
unprecedented change, and their technologies and deployments can be observed all around us. A wireless sensor
network (WSN) is a network that connects and collaborates. Its sensors are placed in different environments to
collect the best data I, WSNs are made up of remote nodes that have a lot of promise for various businesses and
are built on ad-libbed system architectures 2. According to a report, a new network uprising has just recently
begun, with approximately 50 billion items and smartphones expected to be connected to the Internet by 2020 2!,
The ever-increasing number of internet-related things is transforming the world we live in. Smart cities, network
security management, e-health, traffic control, smart shopping, pollution control, radiation level detection, online
education, cloud computing, intruder detection, smart parking, vehicle auto-fault diagnostics, and many other
implementations of the 10T and WSN are only a few examples of this transformation 4. The demographics of the
WSN application spectrum palette are shown in Figure 1 &,
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Figure 1. Application area spectrum of wireless sensor networks (WSNs) &,

One of WSN's applications can be found in the clinical and medical sciences. Consequently, medical frameworks

are being developed that collect health data from the human body using wearable sensors that can also be

embedded within an individual's body. These sensors communicate the gathered information, which can be further

monitored and processed to obtain various insights BEl Figure 2 shows 2020’s top loT applications and the

enterprise share of 10T projects worldwide 2!,
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Figure 2. Top areas of loT application in 2020 (19,

WSN makes use of a sensor network architecture. The Open Systems Interconnection (OSI) architectural model is
the most common architecture for wireless sensor networks. WSN’s structure comprises five primary and three
cross layers. It is common practice in sensor n/w to use all five levels. In addition to hospitals and schools,
roadways and buildings may also benefit from this design, which can be used for several purposes, including
disaster and crisis management and security. The two types of WSN architecture are layered network architecture
(LNA) and clustered architecture (CA).

| 2. Layered Network Architecture

A base station and a high number of sensor nodes are used in this network. Network nodes may be arranged in
concentric circles. The structure consists of three cross layers and five interlocking layers. The five architectural

layers are as follows:

Application layer;

Transport layer;

Network layer;

Data link layer;

Physical layer.
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The following are examples of the three cross layers:
» Power management plane;
« Mobility management plane;
» Task management plane.
Data Link Layer

The data connection layer is a program’s protocol layer that regulates data transit through and out of the physical
link of a network. The Open Systems Interconnection (OSI) model is used for telecommunication protocols 11,
Data bits are decoded, organized, and encoded at the data link layer until they are transferred as frames between
two nearby nodes on the same LAN or WAN 12, The data connection layer also manages the recovery of devices
from collisions that occur when many nodes attempt to send frames simultaneously. The data link layer has two
sub-layers: the logical connectivity control (LLC) sub-layer and the network access control (MAC) sub-layer 23!,
The communication channel that links the adjacent nodes is known as the tie, and each datagram must be sent via

a separate connection from the source to the destination 141,
Clustered Network Architecture

This architecture relies on the “LEACH protocol”, since it uses clusters to group sensor nodes. “LEACH protocol” is
an acronym for “low-energy adaptive clustering hierarchy”. Clustering is implemented in a two-tier structure. Sensor
nodes are organized into clusters using this distributed approach. The TDMA (time-division multiple access) plans
are created by the cluster head nodes in each individually formed cluster. The energy consumption of a network is
reduced because of the data fusion concept. The ability to combine data in this network design makes it incredibly

popular. In any cluster, all nodes may access data by interacting with the cluster head.

| 3. WSNin IOT

Heterogeneous WSNs that connect a diverse set of intelligent sensors have formed the foundation for IOT-based
systems all around us, promising significant advancements shortly. With the rapid expansion of these technologies,
there has been an increase in the temptation to reduce their energy use. Tremendous advances in communication
and information flow have contributed to unsustainable increases in energy consumption and carbon emissions.
However, sensor nodes must operate successfully for extended periods (even years) in most applications because
of various application criteria (e.g., environmental management, agriculture, border surveillance or protection, etc.).
Dead nodes may affect data reliability, precision, and device compatibility, which are essential for an application’s
long-term sustainability. A sensor node is typically composed of four primary units: the processing unit, the
sensing/identification unit, the communication unit, and the power supply unit, as shown in Figure 5. Filters,

amplifiers, transducers, comparators, and other secondary components are combined with the core above. Data
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from the workplace are collected and detected by the sensor device. All the other devices require power, which is
supplied by the power unit (usually a battery-limited one) and delivered to the BS (base stations) through the
communication unit, which performs data processing functions, including data collection, as well as data
manipulation duties, such as data gathering. The quantity of energy that a sensor node utilizes is based on its
present state, which may be one of three states: sleeping, idle, or active. In active mode, the node uses the most
significant energy. Due to the transmission and reception of information, the sensing device can release as much
energy as is feasible while absorbing as little as possible. Though the energy the processing unit uses is far less
than that required by the radio subsystem, it is more significant than that required by the sensor subsystem. There
is a relationship between factors such as communication distance, monitoring cases, operational criteria, and the
activities taken by each unit. When the node is idle, it waits for data packets to arrive from another node. Data
transfer may waste 50% to 100% more energy if more power is required to run the CPU, radio, and other
components. When the node is resting, substantially less energy is lost since no processing is undertaken and the
communication unit is switched off. However, other energy dissipation problems exist, such as packet losses,
packet collisions, physical channel challenges, frame overhearing, overhead protocols, and overhead processing.
As a result, loT researchers have been driven to develop energy-efficient and renewable 0T solutions 13, Figure
3 shows the typical 10T architecture for WSN.
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Figure 3. Typical IoT architecture for WSN.

Smart technology is becoming an increasingly important part of human life. WSNs are becoming more critical to
the Internet of things every day. Consequently, the obstacles intensify, and the demand for reform becomes even
more imperative. WSNs and the Internet of things may benefit from machine learning. A new operational framework
for next-generation wireless sensor networks based on the IoT has been proposed. Using a three-layer

transmission method, the nodes can communicate efficiently concerning energy.

| 4. Research Issues of WSN in IOT

The first difficulty for all uses of the WSNs is security. Protecting one’s private and confidential information has
become a top priority for modern consumers. Data regarding “personal health” and corporate operations, for
example, should not be made public. To preserve their privacy and security, they must be transmitted above

WSNSs. Authentication and encryption are critical stages in safeguarding WSNSs, but they alone are not adequate.
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Despite recent developments in this sector, WSNs require substantial power from energy-restricted batteries to
analyze and send data. Because of their limited size and computer capacity, wireless sensor nodes cannot perform
to a great extent. WSNs have long been utilized in harsh, difficult-to-reach environments. Wireless sensor node

resource limitations represent another issue for WSN-based systems.

Apps’ potential to interact with sensors, other users, and the cloud is called “coverage and connectivity”.

Data aggregation methodologies;

e How to use sensors in a distributed environment;

Clustering algorithms;

Localization techniques;

Rerouting protocols.

The differences between loT devices raise the question of interoperability. The WSN or |oT environment must be
able to interface with the many heterogeneous devices that generate various types of data. With the increasing

variety of loT applications and linked devices, a continued effort is needed to achieve this.

The reuse of 10T devices is necessary because of the rising need for essential information (such as heart rate,
temperature, blood pressure, etc.) in different WSN or 0T applications. The ability to use gadgets in a variety of
ways saves money. It is therefore always a goal to design a device for an application that can be reused in future
applications. Things and sensor nodes already communicate regularly using current loT and WSN systems.
Battery life is quickly depleted by these exchanges, limiting non-stop operation to a few hours or days. As a result,
improving processing and communication energy efficiency should be considered a significant open problem [18],
Many remedies have been presented in the literature to rectify this issue. To manage gathered data or events
through different current solutions and services, the Internet of things (loT) requires effective tactics. For 10T
systems, the scalability criteria of WSNs cannot be met because of the higher number of 10T devices or other items
linked to create an loT system compared with conventional WSNs. Thus, the challenge of 10T scalability and
flexibility must be addressed. An outstanding question rests in how flexible subscription and event monitoring

systems may be provided while ensuring scalability for both objects and users.

| 5. The Architecture of WSN Nodes

Wireless sensor network is a broad term that consists of several nodes; the more significant the WSN, the bigger
the number of nodes. Each node acts as an individual unit consisting of a sensing unit, a communication unit, a
processing unit, and a storage unit; these units make up a particular node 2. The sensing unit exists to detect
events and gather required data, such as temperature, humidity, sounds, light, etc., or the specific data it uses. The

communication unit allows the collected data to be transferred; it makes the sensor communicate with other nodes
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for sending and receiving data. The storage unit is used to save the assembled data in a specific format for later
use 1819 Figure 4 shows the architecture of an individual WSN node 22, A WSN is made up of hundreds of
thousands of sensor nodes. These nodes can communicate with one another using multi-hop communication.
WSNs have a lot of potential as a platform for various uses, including data collection and event prediction.

Figure 4. Architecture of an individual node 211,

| 6. 10T Architecture and Its Layers

« Application Layer

The application layer characterizes all the applications where it is implemented. It serves as the link or medium
between user-end devices and the loT network. There are numerous IoT applications, and the application layer can
aid the applications. Because of administrations based on sensor data, the administrations may be unique for each
application. It is implemented by a dedicated program at the device end. The software uses the application layer on
a computer 22 and supports application-layer protocols such as HTTPS, HTTP, FTP, and SMTP. The application
layer uses a variety of protocols, including the restricted application protocol (CoAP), message queue telemetry
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transport (MQTT), the advanced message queuing protocol (AMQP), and an extensible messaging and presence
protocol (XMPP) [23],

- Data Processing Layer

The service layer comprises functionalities that manage gathered data and link it to the component layer’s data.
This layer serves as a conduit between different 0T devices and provides advanced techniques for communicating
between them [24]. The sensors are also connected to the application layer through the service layer, which sits on
top of the network layer. It has two responsibilities: First, it verifies that information is submitted by legitimate clients
while preventing all dangers and threats. Second, it demonstrates that information is sent by legitimate clients while

avoiding all risks and threats [22],
e Network Layer

The Internet of things necessitates adaptability in operating a vast range of computers. Over a billion smartphones
will be added to the framework every year. As a result, IPv6 will play a critical role in preserving network layer
flexibility. This layer comprises network interchange programming as well as actual segments. Its fundamental
object is to send information among gadgets and devices to the recipients 2827, The data is transmitted via the

network layer, whether wired or wirelessly, using existing advanced methods.
« Sensing Layer

The sensing layer comprises the essential equipment, the gadget layer, hubs, and sensors, such as RFID,
standardized tag names, actuators, and insightful identification gadgets [28. Gadgets assemble and pass data to
the network layer either directly or by implication. To discern the nodes, sensors are used to transport the gathered

information into the next layer. It is predicted that all devices will be IPv6-competent in a few years’ time 22139,
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