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The growing popularity and extensive use of 10T devices have also introduced new security challenges. 0T
devices often lack proper security measures, rendering them vulnerable to attacks. These attacks can range from
simple network-based attacks to more sophisticated ones that target the physical devices themselves. The security
of the 10T ecosystem is a complex and interdisciplinary domain that combines cybersecurity with various
engineering fields, such as mechanical and electrical engineering. It goes beyond protecting data, servers, network
infrastructure, and information. It also involves the supervision and management of physical systems connected

through the Internet, whether in a centralized or distributed manner.

loT security Internet of Things

| 1. Introduction

The Internet of Things (IoT) has experienced rapid growth and is increasingly pervasive in various domains,
including healthcare, transportation, manufacturing, and smart homes. This expansion highlights the urgent need to
address the security challenges associated with managing the large amount of data generated by loT devices L2,
As the number of connected devices increases, so do the security risks. 0T devices often have vulnerabilities that
can be exploited by malicious actors, resulting in privacy breaches, data leaks, device tampering, or even physical
harm. Investigating and addressing these security risks is crucial to safeguarding the integrity, confidentiality, and
availability of 10T systems. Understanding the roles, responsibilities, and interdependencies of these stakeholders
is essential for effective decision making, resource allocation, and risk mitigation strategies. This article’s focus on
stakeholder categorization contributes to enhancing the understanding of stakeholder dynamics in 10T security

management.

The management of 10T security and clustering stakeholders face several bottlenecks BI4IBIEl including scalability
challenges, heterogeneity and interoperability issues, privacy and data protection concerns, collaboration and
communication gaps, adaptability to dynamic loT environments, and optimizing security measures for resource-
constrained 0T devices. To overcome these challenges, it is essential to engage in multidisciplinary research
efforts and make advancements in security protocols &I, privacy-enhancing technologies &, standardization &,
collaborative frameworks [WE and resource-management techniques [ By effectively addressing these
bottlenecks, the field of 10T security and stakeholder management can make substantial progress in achieving

secure and sustainable loT deployments.

| 2. 10T Security Improvement
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The 10T is a rapidly expanding technology with the potential to transform numerous facets of our daily lives. 10T
devices are equipped with sensors and communication capabilities, allowing them to collect and transmit data over
the Internet. These devices have utility across a range of applications, including smart residences, industrial

automation, and transportation networks 9,

However, the growing popularity and extensive use of IoT devices have also introduced new security challenges.
loT devices often lack proper security measures, rendering them vulnerable to attacks 29 These attacks can

range from simple network-based attacks to more sophisticated ones that target the physical devices themselves
ay

The security of the 10T ecosystem is a complex and interdisciplinary domain that combines cybersecurity with
various engineering fields, such as mechanical and electrical engineering 1213 |t goes beyond protecting data,
servers, network infrastructure, and information. It also involves the supervision and management of physical

systems connected through the Internet, whether in a centralized or distributed manner 24123],

2.1. Taxonomy

Different categories of attacks can significantly impact the security of 10T devices and the information they collect
and transmit 181, |t is essential for both organizations and individuals to have knowledge about these attack types

and implement appropriate measures to protect against them. A classification of 10T attacks is illustrated in Figure

1.
{ Taxonomy of loT Attacks }

LNetworkAttacksW L Physical Attacks

Figure 1. Taxonomy of 10T attacks based on different features.

Cloud Attacks
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2.1.1. Device Attacks in loT

Security threats targeted toward specific devices or types of devices exploit vulnerabilities in the hardware or
software of the device, potentially causing harm to the device itself or the network it is connected to 4. These
device-specific attacks involve exploiting known vulnerabilities in the device’'s operating system, firmware, or
hardware, compromising the device through phishing attacks, or even physically tampering with the device 1811191,
As the number of 10T devices continues to grow, it has become crucial for manufacturers to prioritize device
security, and users must also take proactive measures to protect their devices (221 This can include keeping

software up to date, using strong passwords, and exercising caution when connecting to untrusted networks.
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2.1.2. Application Attacks in loT

Security threats that target the applications and software running on I0oT devices exploit vulnerabilities within the
applications, including issues within the code or the way the application interacts with other systems [2223]
Examples of application attacks in the 10T include cross-site scripting 24, SQL injection X8, and buffer overflow
attacks (22, These attacks can compromise the security of the device and potentially grant attackers access to
sensitive data or control over the device. To prevent application attacks in the 10T, it is crucial for developers to
adhere to secure coding practices, and users should ensure their devices are updated with the latest security
patches and software versions. Additionally, employing encryption and authentication technologies can help protect

against application attacks in the loT.

2.1.3. Network Attacks in loT

Security threats that target the network infrastructure used by 10T devices exploit vulnerabilities within the network
itself, potentially compromising the security and functionality of connected devices. Examples of network attacks in
the 10T include man-in-the-middle attacks 28], denial-of-service (DoS) attacks £, and unauthorized access attacks
(28] These attacks can enable attackers to intercept and manipulate data transmitted over the network or disrupt
the network, affecting the availability and reliability of connected devices. To prevent network attacks in the 10T,
organizations should implement secure network design and deployment practices, such as using secure protocols,
firewalls, and access controls. Additionally, regularly monitoring network activity and promptly addressing any

security incidents can help mitigate the risk of network attacks in the IoT.

2.1.4. Physical Attacks in loT

Physical attacks in the context of 10T refer to security threats that involve the physical manipulation of a device (18],
These attacks can range from simple tampering to more sophisticated and malicious activities, including theft or
destruction of the device [22l20, physical attacks can be particularly detrimental in critical infrastructure systems
used in sectors such as healthcare, transportation, or energy production Bl To prevent physical attacks, it is
crucial for manufacturers to prioritize security in the design of their devices, and for users to secure their devices in
physically inaccessible locations to unauthorized individuals. Additionally, implementing measures such as secure

enclosures, tamper-evident seals, or biometric authentication can help mitigate the risk of physical attacks.

2.1.5. Cloud Attacks in loT

Security threats targeting I0T devices’ cloud infrastructure and services exploit vulnerabilities in the cloud platform,
its applications, or the communication between the cloud and loT devices 22, Examples of cloud attacks in loT
include cloud data breaches, server misconfigurations, and unauthorized access to cloud resources [321(33] These
attacks can compromise sensitive data stored in the cloud, disrupt the functioning of connected loT devices, or
grant attackers unauthorized access to cloud resources. To prevent cloud attacks in 0T, organizations should

adopt secure cloud deployments and management practices, such as implementing encryption, access controls,
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and monitoring tools. Regularly updating and patching cloud platforms and applications can also help mitigate the

risk of cloud attacks in the context of 10T.

2.2. Impact of Attacks

The impact of attacks in the field of 10T security can be substantial, resulting in various consequences, such as
financial losses, reputational damage, physical harm, and loss of critical information. Having an understanding of
these impacts is crucial for organizations and individuals to prioritize security measures and mitigate the risks
associated with 10T attacks. This section discuss the impact of attacks in three specific areas: side-channel attacks

(SCA), post-quantum cryptography (PQC), and standardization efforts.

2.2.1. SCAs

SCAs pose a significant threat to |0T security, as they exploit unintended side-channel leakages to extract sensitive
information. These attacks can have severe consequences, including the unauthorized disclosure of cryptographic
keys and confidential data, thereby compromising the overall security of 10T systems 4. To mitigate the impact of
SCAs, several countermeasures have been developed [B3IB8I37 sych as error detection and correction
techniques, redundancy mechanisms, secure implementation practices, and masking techniques that introduce

random noise to power traces or resist power analysis.

The combination of Differential Power Analysis (DPA) and Differential Fault Analysis (DFA) attacks poses a
significant threat to cryptographic implementations. Attacks that exploit unintended side-channel leakages, such as
power consumption, electromagnetic radiation, or timing information, can extract sensitive information from
cryptographic implementations [28l. To mitigate the risks associated with these combined attacks, countermeasures
such as Threshold Implementations (TI) circuits and error detection schemes are crucial. Tl circuits provide built-in
security features and tamper-resistant designs, while error detection schemes incorporate redundancy and error-
checking mechanisms 2. These measures enhance the resilience of cryptographic systems and protect against
the compromise of sensitive information through fault and power analysis [B820 By implementing these
countermeasures, the security of cryptographic implementations can be effectively enhanced against combined
DPA and DFA attacks.

Field-Programmable Gate Arrays (FPGAS) play a crucial role in implementing cryptographic algorithms for loT
devices. However, the physical characteristics of FPGAs, such as power consumption, electromagnetic radiation,
and timing information, can unintentionally leak information about the internal operations and secret keys of the
implemented algorithms [, SCAs, including power analysis attacks and fault attacks, take advantage of these
leakages to extract sensitive information from FPGA-based implementations. Power analysis attacks analyze
power consumption patterns to infer secret keys 421, while fault attacks manipulate the FPGA to induce faults and

analyze resulting behavior variations 431,

To enhance the security of FPGA-based implementations against SCAs, researchers have been working on

countermeasures, including those targeting post-quantum cryptographic algorithms such as Ring-Learning with
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Errors (Ring-LWEs) 44143l These countermeasures aim to mitigate side-channel leakages and protect sensitive
information processed by FPGAs. Furthermore, specific fault detection techniques for FPGA platforms have been

developed to detect and mitigate the impact of faults in cryptographic algorithms such as Ring-LWEs €],

2.2.2. PQCs

With the rise of quantum computing, there is a growing concern that traditional cryptographic algorithms, such as
Elliptic Curve Cryptography and Rivest-Shamir—Adleman, may be vulnerable to being broken by quantum
computers (47148l post-Quantum Cryptography (PQC) aims to address this challenge by providing cryptographic
algorithms that are resistant to attacks by quantum computers 8. The adoption of PQC has implications for
security applications across various domains, including loT ¥9l. The impact of PQC implementation on loT security
is twofold BIBABL Firstly, the adoption of PQC algorithms requires significant changes in cryptographic protocols
and infrastructure. This transition may introduce challenges, such as increased computational and storage
requirements for 10T devices, which could potentially affect their performance and resource constraints. Secondly,
ensuring compatibility between legacy loT systems and PQC algorithms is crucial to ensure a seamless transition
without compromising security. Efforts are currently underway to standardize PQC algorithms and protocols, aiming
to achieve interoperability and widespread adoption. Standardization of PQC is essential in establishing a secure
foundation for future 10T deployments, as it enables the development of robust cryptographic systems capable of

withstanding attacks from quantum computers.

In the context of embedded systems, including I0oT devices, it is crucial to have specific implementations of PQC
algorithms that are optimized for ARM Cortex M4 and Cortex-A processors. These processors are widely used in

embedded systems due to their low power consumption and cost effectiveness 2153154],

Several previous papers have focused on the development and analysis of PQC implementations on ARM
processors, specifically the Cortex-M4 and Cortex-A processors. For example, refs. B3BSIBT discusses the
implementation of Curve448 and Ed448 algorithms on the Cortex-M4 processor. In [BIB8l the focus is on the
implementation of the SIKE (Supersingular Isogeny Key Encapsulation) algorithm on the Cortex-M4 processor, with
the latest version being SIKE Round 3 B85, Fyrthermore, ref. [69 explores the implementation of the Kyber post-
guantum cryptographic algorithm on 64-Bit ARM Cortex-A processors. Kyber is a lattice-based PQC algorithm.

Fault detection and diagnosis techniques are of paramount importance in ensuring the reliability, integrity, and
security of cryptographic algorithms such as the Pomaranch cipher 81, Grostl hash 82, Midori cipher 3 and
RECTANGLE cipher 3], These techniques play a vital role in identifying and mitigating faults that can compromise
the functionality and resilience of cryptographic systems. By promptly detecting and addressing faults, these
techniques help maintain the effectiveness and robustness of cryptographic algorithms, thus safeguarding sensitive

information and providing protection against potential attacks.

2.2.3. Standardization Efforts
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Standardization plays a critical role in enhancing 10T security by providing consistent frameworks, protocols, and
guidelines for implementing secure systems. The aim of standardization efforts is to establish best practices and
promote interoperability, enabling different 10T devices, platforms, and services to seamlessly work together while
ensuring security. By defining common security requirements, protocols, and encryption algorithms, standardization
efforts help prevent vulnerabilities and ensure the adoption of robust security mechanisms in the loT ecosystem
19 standardization also provides guidelines for secure communication, authentication, access control, and data

protection, thereby mitigating the risks associated with loT attacks .

The NIST (National Institute of Standards and Technology) is a U.S. federal agency with the responsibility of
promoting and maintaining standards in various fields, including cryptography 4l In the domain of lightweight
cryptography, NIST has actively participted in the standardization process to identify and promote cryptographic
algorithms suitable for resource-constrained devices, such as those used in [0T devices and embedded systems.
NIST'’s efforts in lightweight standardization aim to evaluate and select cryptographic algorithms that offer strong
security while requiring minimal computational resources 83 These algorithms are designed to meet the specific
constraints of resource-constrained devices, including low power consumption, limited memory, and processing

capabilities (62!,

To address the evolving technologies and challenges in 10T security, standardization efforts must encompass areas
such as SCAs and PQC, and the specific requirements of embedded systems such as ARM Cortex M4 and Cortex-
A implementations. The development and adoption of comprehensive security standards that cover these aspects
are crucial for establishing a strong security foundation for 10T devices and systems. By understanding the impact
of attacks in the areas of SCAs, PQC, and standardization, stakeholders can effectively develop countermeasures
and ensure the security and resilience of 0T ecosystems. This understanding allows for the proactive
enhancement of the security posture of I0T systems, protection of sensitive information, and mitigation of risks

associated with emerging threats.

Table 1 summarizes various attack types in the field of cybersecurity and provides information on their impact and
corresponding countermeasures. The table highlights different categories of attacks, including device attacks,
application attacks, network attacks, physical attacks, cloud attacks, SCAs, DFA and Differential Power Analysis
(DPA) attacks, and PQC attacks. For each attack category, the table includes specific attack types, the potential

impact on security, and recommended countermeasures to mitigate the risks.

Table 1. Summary of attack types, impact, and countermeasures in cybersecurity.

Type Attack Impact Countermeasures
Device !ExploiFing vulnerabilities '
Attacks in device hardvyare or Harm to (_jewce or network, Regular software updatgs,
[17][18][19][20] software, phishing unauthorized access, data strong passwords, cautious
[21] attacks, physical compromise network connections
tampering
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Type Attack Impact Countermeasures
S Code vulnerabilities . . . . .
Application . ] Compromised device security, Secure coding practices,
18] cross-site scripting, SQL . .
Attacks iniection. buffer overflow data access/control by software patching, encryption,
[22][23][24](25] J ’ attackers authentication
attacks
Man-in-the-middle Data interception/manipulation .
Network . P i P ' Secure network design,
26] attacks, DoS attacks, network disruptions, .
Attacks ! . . protocols, firewalls, access
[27]128] unauthorized access compromised device -
: . controls, monitoring
attacks functionality
Physical Tamoerina. theft Device compromise, data loss, Secure device design,
Attacks 28 destlrouctio%; of dévices disruption in critical physical security measures,
[29][30][31] infrastructure systems enclosures, authentication
Cloud Cloud data breaches, Data compromise, device Secure cloud deployment,

Attacks 32
(3]

server misconfigurations,
unauthorized access

Active and passive SCAs,

disruptions, unauthorized cloud
resource access

Compromise of sensitive

encryption, access controls,
monitoring, patching

Error detection/correction,

SCA [321(38] _ _ . redundancy, secure
[37] fault attacks, power information, cryptographic . . .
. . . implementation, masking
analysis attacks implementations .
techniques
Countermeasures specific to
DFA and Compromise of sensitive DFA and DPA, such as
DPA Attacks DFA and DPA attacks information through fault or tamper-resistant designs,
(281291401 power analysis error detection, secure
implementation
PQC Attacks  Attacks targeting PQC Compromise of encrypted data, .'[:Ie\c/)?iltcl)fr)nrzeg;r: dpa? dci:zation
(11A7][48](49150) algorithms and undermining security against 9 ! . ‘
[51] : . secure implementation,
implementations guantum computers . . .
compatibility considerations
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