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Internet of Things (IoT) paradigm has been widely applied across a variety of industrial and consumer areas to
facilitate greater automation and increase productivity. Higher dependability on connected devices led to a growing
range of cyber security threats targeting loT-enabled platforms, specifically device firmware vulnerabilities, often

overlooked during development and deployment.

Internet of Things firmware auditing reverse engineering security testing

| 1. Introduction

Internet of Things (loT) devices have become ubiquitous in a wide range of areas, including Industry 4.0, smart
homes, smart cities, healthcare systems, the automotive sector, public services, and critical infrastructure [LI2EBI41[5]
[BI7EIE The anticipated deployment of future generations of mobile access 2% and Low-Power Wide Area
Networks (LPWAN) 22 technologies will see greater investment and drive the evolution of the 10T ecosystem 12
(13 Regardless of their popularity, the limited hardware and power capabilities of 10T devices lead to inherent
challenges which affect security and device lifespan 4131 Many studies over the past decade focused on
hardening loT security at the network and application layers [L8IL7I8I19[20121]i22]: however, an important and often

overlooked facet of secure 10T infrastructure is maintaining the integrity of loT firmware.

A 2021 Microsoft review of the security landscape indicated that an increasing number of attacks focus on the 10T
device firmware and BIOS (basic input/output system) due to a significant lapse and support for firmware security
primitives (231241 various categories of 10T vulnerabilities are directly linked to the firmware content and device
capabilities. Firstly, due to their typical disposable nature, some devices cannot be updated or modified, which
renders them vulnerable to issues discovered after their release. From the perspective of hardware capabilities,
their fit-for-purpose design encompasses reduced storage and processing power, hence additional protection
mechanisms may impede their functionality; further related to their design, their actual implementation cycle is not
iterative and unlikely to be supportive of eliminating vulnerabilities identified after market release 241231, Dye to all
these inherent challenges, many traditional cybersecurity solutions cannot run on |loT hardware. Any vulnerable
firmware present on IoT devices, coupled with their Internet-readiness, can therefore be exploited in a more
streamlined and straightforward fashion; subsequently, any such device can be used as a bot, cause disruption, or
be the starting point for other attacks. Some leading security companies, such as Checkpoint, offer products that
investigate the security level provided by the firmware through runtime, weak credentials, and code checks against

high-severity vulnerabilities from the Common Vulnerabilities and Exposures (CVE) list (28, Potential attackers
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often consider alternative attack vectors, using domains and network endpoints that an loT device firmware

connects to, as infected firmware files might contain malicious payload as part of a more sophisticated attack.
Several studies catalogued loT firmware security issues by aligning them with higher operational layers.

 Interface security: Vulnerable interface identification in hardware, software, network, and application domains of
loT-ware represented the focality of studies in 27281, Some of the work in this area focuses on interface security
and vulnerability solutions of consumer devices, detailing mechanisms for remote hijacking and control of 10T-
ware, including surveillance nodes and general threats posed by loT-specific malware 27238981 Additionally,
(28] provided a classification of existing solutions to detect loT firmware threats, albeit without discussing

corresponding solutions.

« Auditing techniques: Solutions describing the challenges in static 2283134135 and dynamic auditing methods 8
[371[38][391[401[41][42]43] haye been proposed for loT firmware vulnerability detection. Furthermore, to describing
these fundamental vulnerability auditing techniques, some studies also highlighted the use of fuzzing
technology and symbolic system execution to identify susceptibility in loT-ware [B9I[44145][461[47][48] The primary
efforts have been focused on assessing the effectiveness of different existing auditing methods and

recommendations for developers/testers.

» Reverse engineering: Reverse engineering evaluation has been carried out on several commodity I0T devices
to understand firmware vulnerabilities 4259, Employing fault injection, researchers have sought to identify the
shortcomings of several vulnerabilities including weak authentication (password, PIN, etc.), device capability,
and backdoors in loT-ware 5132l System emulation schemes have also been the subject of research with a
view to understand common challenges faced by developers and testers [B7[42I53] The tools and techniques
employed for reverse engineering have been discussed in [12I[23]49[50151]54155]  providing basic discussion of

pre-processing, de-compiling, unpacking, and evaluation techniques.

» Emerging applications: Ongoing advances in blockchain technology and machine learning technologies have
also been topical areas of research in loT-ware. Firmware data transmitted to I0T devices connected to a
blockchain network is cryptographically proofed and signed by the true sender holding a unique public key,
ensuring authentication and integrity of firmware BSIEZIB8IEAGAEL \When an 10T device needs to be updated, a
smart contract 82 sends the hash or metadata file to that IoT device to obtain a copy of the update through
peer-to-peer exchange with other nodes 738l or it is directly downloaded from the manufacturer’s server (631,
Bitcoin technology can also be employed to verify a firmware version before the update begins and to
acknowledge a transaction before the IoT device can download and install it 5869, The studies 64183 proposed
direct and indirect firmware update distribution based on Ethereum blockchain. Similarly, Skipchain blockchain

technology has also been proposed for secure trusted firmware updates using smart contracts [68],

Firmware identification is vital in preventing spoofed firmware packages. Machine learning algorithms are used for

identification and classification of 0T image fingerprinting 82, according to vendor or device type (8. Greater ML-
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based automation significantly reduces the latency involved in reverse engineering maneuvers such as firmware

decompression 6279,

« Commercial developments: In the commercial realm, TrustZone 4 by ARM has provided users a hardware-
based security extension establishing a root of trust (RoT) and cryptographic services to securely store critical
(firmware) data, which is an improvement over conventional trusted platform modules (TPM). TrustZone allows
a wider set of hosted sensitive services driven by (hardware-based) isolation; however, an ever-expanding set
of threats from secure-mode operation is not uncommon 2. Similarly, Intel Turstlite 28], a generic security
architecture suited to low-power embedded devices, allows remote management, authentication, and over the
air (OTA) updating as well as remote attestation 241, Among low-cost solutions, loT-ware memory access control
can also be implemented using SMART 23], using a ROM measurement routine with a secret key to provide
remote attestation. However, SMART does not specifically deal with memory access violations or provide
provisions for updating the attestation code 8 and, as discussed in L8] the verifier can also be malicious

while the prover is benign, a significant limitation of remote attestation.

| 2. Firmware Vulnerability: Influences and Challenges
2.1. System Properties

System software exploitation remains one of the fundamental avenues to target and exploit loT firmware

vulnerabilities.

» Software corruption: loT firmware is inherently susceptible to software corruption, such as coding bugs
introduced at service initiation or operation or during upgrades [Z. Coding bugs may introduce pointer
violations, and type/format confusion, while programming related issues can also lead to malicious code
injections, running of privileged commands and system failures. Tainted data and unexpected input can alter

device behavior and further expose it to firmware threats.

« Memory management: Inefficient or corrupt coding can also lead to integer and buffer overflow, a common
cause of security vulnerabilities further exacerbated by memory constraints inherent in loT-ware 2, Application
requirements also may dictate implementing safety critical services in separate hardware chips 482 \While
hardware-based trust management (HTM) is considered an optimal solution, the spatial and financial cost again
might render it unfeasible for loT-ware. Adopting HTM is also limited by the typical absence of dedicated
Memory Management Units (MMU) in I0T systems, leading to frequent memory violations. Service isolation can
also be offered solely in software, utilizing virtual memory and enabling monitoring of device sub-systems,

allowing wider cryptographic support despite code-sharing on a single processor 2189,

» Misconfiguration: Domain limitations including limited memory, power efficiency and device heterogeneity need
to be recognized during system configuration to mitigate some of the system vulnerability exploits discussed

earlier. Misconfiguration of the system may lead to a successful exploitation.
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2.2. Access Mechanisms

Access, authentication, and credential management all play an essential role in patching loT nodes, as devices can
be located in remote environments where manual (local console) updates are economically infeasible, requiring

over-the-air-update mechanisms.

e Access control: 10T firmware access requires well-defined policies and suitable encryption to mitigate against
password, certificate, or encryption key threats. The device manifest, containing author information and
firmware update policy, if left un-encrypted, can lead to accessing, altering, or deleting vital metadata required
for future authentication and upgrades to device firmware. Similarly, public certificate servers utilizing SSL
(Secure Sockets Layer) certificates for provision of loT-ware security may lead to man-in-the-middle attacks if
repeatedly reused for a range of devices 4. While vendors may also incorporate backdoor channels or push
mechanisms to access devices for regular updates, such channels, if not protected by adequate credential

management, may result in compromising device firmware or device data 2281,

« Authentication: loT-ware attacks due to weak authentication mechanisms are rather common 28, Misconfigured
and erroneous authentication routes allow control and jeopardizing of normal operation B1l. Weak authentication
is usually due to resource constraints, allowing limited authentication schemes to conserve memory and

processing power.

2.3. Component Re-Use

» Hardware and Software Re-use: Hardware and software components re-use, including off-the-shelf boards,
circuitry, sensors, bootloaders, or software libraries, is prevalent among vendors to reduce development time
and associated costs in the loT domain 3l while inadvertently overlooking vulnerabilities arising due to
heterogeneous cross-connectivity. In multi-controller systems, firmware from different manufacturers requires
comprehensive security analysis and testing of each individual component. Firmware vulnerabilities in one
controller or in exploitable software can lead to cascaded threats disrupting the entire operation and to the mass
production of a range of insecure loT devices 18],

» Development Resource: An ever-evolving set of |0T applications has also generally led to vendors frequently
employing developers with limited expertise in developing high-quality firmware (28182 |n addition, vendors also

tend to overlook firmware vulnerabilities in favor of overall device usability and performance.

2.4. Network Interfacing

IoT devices interact with other heterogeneous systems over several interface types and networking protocols.
However, this may translate into application programming interfaces (APIs) and protocol susceptibilities, presenting
potential attackers with opportunities to compromise device functionality as well as accessibility. In order to
understand the impact at each level, it is worth observing how each communication level may introduce its own

attack opportunities.
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» Web Services: IoT devices communicate with cloud, fog, edge computing and monitoring systems over a range
of web APIs. Insecure, poorly designed web services remain one of the leading causes of device exploitation,
allowing service interruption via application-level and firmware-based attacks [B€I33183] prominent malware such
as loTReaper have successfully exploited 10T web interfacing to launch wide variety of attacks on device-ware
(4] Limited resources again hamper the adoption of multi-factor authentication incorporation in loT-web

interactions 831,

» Network Protocols: Vendors use a wide range of standardized and proprietary network protocols that, when
combined with reusable hardware and software components, may lead to propagation of existing security
issues in loT-ware. Poor management of device network configuration, such as leaving open unused ports, may
lead to security issues. The security firm Kaspersky reported that, in the first half of 2023, honeypots recorded
that nearly 98% of the network-related attacks on loT-ware occurred on the unsecure Telnet interface 8, Over-
the-air updates need to employ standardized and tested protocols that offer greater protection against man-in-

the-middle and spoofing attacks while patching firmware.

» Tainted Data: The sensor and actuation services process incoming data that may require acquisition, perusal,
validation, processing, and sanitization through associated fog and cloud nodes. Data acquired from sensory or
actuator portals, if tainted or malformed, can overwhelm device operability and expose the device firmware to

security risks 7],

2.5. Image Management

Firmware image management is vital for the longevity and secure operation of loT-ware. Inefficient non-redundant
firmware storage and upgradation schedules coupled with suboptimal configuration parameters, will negatively

influence loT firmware integrity.

» Storage Integrity: 10T device firmware requires image storage integrity as well as secure distribution and
updating to mitigate the threat exposure. Despite improvements in OTA mechanisms, device developers are
generally reluctant to provide security patching as a continual maintenance service [88l. Given the significant
lifespan of loT operations, devices may be running obsolete firmware several years old that has several
discovered, widely acknowledged flaws. Where OTA updates and encryption mechanisms are available, the

network protocols also need to be tested for security compliance and suitable encryption.

» Update Delivery: The process of firmware update, where available, can be used as an attack delivery option, as
it can be initiated by the customer, pushed from a server, or follow a hybrid approach; in addition, vendors may
introduce provisions for backdoor updating of device firmware 368l \While not an intrinsic vulnerability,
having firmware downloads available publicly may also offer an insight into the libraries, settings, and
functionality to launch sophisticated attacks. Lack of coordination between the operating parties, server and
network downtime, and device outages can also lead to inconsistencies in update tracking, causing

unnecessary delays to firmware updating.
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2.6. User Awareness

Firmware updates frequently involve complex decision-making processes, such as the re-certification of tested

code, and once the device has been deployed, consumer consent in upgrading to any of the new functionalities.

« Automation and Intervention: An efficient device update process requires a balance between automation and
human intervention, whereby large-scale updates should be performed using minimal manual intervention. To
optimize decision making, necessary provisions for manual intervention can be kept, while maximizing de-facto
upgrade policies using dynamic updates to be applied as released. Users can also be incentivized to update by

flagging the risks that they expose themselves to in case of non-compliance.

» Optimization: Incorrect operational settings such as disabling or reducing event logging to conserve energy
makes post-incident analysis difficult and prone to errors. A significant number of 10T vendors provide devices
without any user guidelines for updating configuration parameters based on usage. Opting for default settings,
ranging from generic authentication passwords, switched off update notifications, or outdated web applications,
vendors pass the responsibility and burden of device firmware updates to the end-user. However, as widely
acknowledged in the literature, firmware adjustments are rarely considered or applied by everyday users 23129
(891 A general improvement in the set of guidelines to provide the user with sufficient information to secure their
devices is nonetheless vital and consortiums such as loT Alliance Australia issued specific user guidelines on

the maintenance and operation of loT firmware updating and help in identifying firmware hijacking 9.

2.7. Regulatory Compliance

The 10T paradigm is still an emerging technology subject to ongoing standardization.

» Standardization: Existing loT-ware regulations have been introduced by commercial and governmental
organizations including OWASP (Open Web Application Security Project), 0T Security Foundation, and NIST
(National Institute of Standards and Technology). Standardization bodies have provided operational guidelines
as well as best-practice mechanisms to provide secure loT systems; however, these have not been widely
adopted due to limited regulation. On a similar note, inadequate and inefficient compliance resulted in insecure
booting, minimal or no encryption, and outdated firmware. Enforcing security compliance as part of loT-related
products engineering, development frameworks, and business policies requires greater regulatory oversight by
governmental and non-governmental bodies which are usually beyond the scope of standardization

organizations.

» Development Oversight: Vendors with inadequate experience in the 10T domain have been mass producing
devices without adequate security inclusion 2221921 A separate category of oversight challenges is linked to
the design and manufacturing process. Hardware device manufacturing and software provision tend to be
rather independent processes and coordination issues between original device manufacturers (ODM) and

original equipment manufacturers (OEM) may result in overlooking firmware flaws. Code developed and

https://encyclopedia.pub/entry/54734 6/22



Internet of Things Firmware Wilnerabilities and Auditing Techniques | Encyclopedia.pub

supplied by ODMs may contain security loopholes that, when used and implemented by OEMs, may result in

replication across thousands of commercial devices (61831,
2.8. Adversarial Vector

It is important to consider adversarial models when documenting the vulnerability triggers of loT-ware.

» Local and Remote Vectors: Remote or over the network adversarial factors can infect systems via malware,
while local adversaries can eavesdrop and interfere with device communication 231, Stealth-based adversaries
can attack either from closer physical proximity or remotely, masquerading as an authentic entity and gain

unwarranted access to the loT ecosystem [Z5],

» Side-channeling: Similarly, side-channel attacks can be carried out by a physical non-intrusive entity, while an
intrusive adversary can completely overtake an authentication mechanism to prove its identity to an I0T device

aiming to solicit information or exploit device behavior through hardware-software modification 22!,

» Hybrid Designs: Dedicated hardware and software security have associated cost implications; the inherent
spatial, financial, and power efficiency compromises for loT-ware require careful trading off. A combinatorial
approach using a mix of hardware and software-based controls to address adversarial threats is often
considered to be a more viable option compared to purely hardware-based security or an entirely software-
oriented security primitive 221,

2.9. Domain Limitations and Associated Impact

As mentioned, 10T devices are inherently limited devices, but these limitations span across multiple areas. From
the hardware perspective, they have limited memory (Im) and limited storage space (Is) due to their reduced
manufacturing cost; a significant direct impact of these characteristics is that such devices cannot typically employ
additional security monitoring processes. Also under this heading are their limited encryption (le) capabilities, which
directly impact protection mechanisms thar are computationally intensive or require specialized hardware. Given
their wide deployment, each I0T device must also benefit from a low operational cost (oc) and must deliver
excellent power efficiency (pe), both components also having a direct impact on any security mechanisms that
users may wish to deploy but, in addition, also severely impacting any support, update, or monitoring infrastructure
or associated management costs aiming to keep them up to date. The limited hardware also impacts their ability to
perform any additional security and update functions beyond their primary purpose, which has specific quality of
service (QoS) associated constraints. All above listed points relate to individual devices; expanding to the overall
IoT ecosystem, there is a wide range of devices from a variety of manufacturers, which leads to significant
heterogeneity (ht) and cross-connectivity (cc) to allow them to operate. While beneficial from a market
competitiveness perspective, these two constraints have a direct impact on harmonizing defense mechanisms and

they also make regulatory compliance virtually impossible to achieve.
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| 3. Vulnerability Auditing

Firmware auditing is a manually intensive task, requiring assessor expertise in reverse engineering (RE) and a
multitude of static (SA) and dynamic analysis (DA) techniques 4. Prior to vulnerability analysis, the respective
firmware needs to be systematically processed to ensure its compatibility with the chosen auditing method. Once
processed or re-hosted, the firmware is subjected to vulnerability auditing testing processes for accurate
determination of inherent weaknesses. The completeness and accuracy of vulnerability auditing is subject to
several associated challenges in reverse engineering tasks, as well as the adequacy of state-of-the-art vulnerability

analysis mechanisms.

3.1. Reverse Engineering

Firmware source code is usually not readily available for vulnerability auditing. As part of the firmware examination
process, the first and foremost step is to perform a series of reverse engineering tasks involving binary file

acquisition, unpacking, and de-compilation to access the source code [18I55]811[94]
3.1.1. Firmware Acquisition

Firmware can be acquired from a vendor repository, locally extracted from a device 49, or intercepted and saved
during OTA updating 19, Firmware acquisition automation using web-crawling and scripting techniques is also

possible B4l although dedicated FTP-based image servers remain the preferred option [28l,

Code can also be acquired from devices through JTAG and UART ports or by using forensic analysis techniques
[40][49195]  pevice manifests and update servers may schedule regular upgrades of device firmware using OTA
updates 2. Depending on encryption, firmware data (update) transfer mechanisms can allow vulnerability
analyzers to record and store data during the update process through packet sniffing or mirroring 8. Establishing
central repositories that aggregate firmware code from multiple vendors to expedite and scale auditing procedures

remains a long-standing tester requirement [24],

3.1.2. Firmware Unpacking

The criteria and scheme for binary packing is usually vendor-specific and considered proprietary [B4IE8IB137] Some
of the common challenges faced by testers during unpacking include file encryption, obfuscation 28, compression
using non-standard schemes, or a monolithic multi-feature systems containing kernel, OS and loT applications
bundled together 28, Each of the unpacking concerns require independent selection and application of tools, the
foremost being entropy analysis to determine the encryption or obfuscation techniques. The overall confidence in
the output generated is, however, minimal, requiring repeated analysis by domain experts for unpacking £8. Some
of the other prominent tools used for unpacking include Binwalk 22 and BANG 199 ysing recursive unpacking,
while FMK 2911 and FACT [292] focus on Linux-based platforms.

3.1.3. Decompiling
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Decompiling machine code is needed for greater human readability in a higher-level language and comprises

disassembly, data flow, control flow analysis and data type inspection [2031[104]

Machine code is first converted to a low-level assembly equivalent. Modern compilers are capable of separating
executables from data; however, if data are placed in the executable section, it may result in inefficient execution

code and data isolation.

After disassembly, during lifting and data flow assembly processing, the code is translated to a higher level internal
representation. Control flow analysis can also employ control flow graphs, allowing data type identification in the
code. Debugging is sometimes also used to analyze sections of particular security interest 293 Popular de-
compilation tools include Radare2 191 and Binary Ninja 197 and provide binary analysis capabilities with (optional)
GUI support. IDA Pro 208 and Ghidra 199 have multiple features including interactive disassembly and muilti-
architecture support. KLEE 119 yses symbolic VM processing (LLVM) compiler with relatively heavy resource

consumption.

3.1.4. Challenges

The impact of the issues relating to the acquisition, unpacking and de-compilation process is amplified by a number

of additional challenges highlighted as follows.

» Packing logic: packers do not modify the code functionality, making presentation of the code sequential and not
readily human-legible for security analysis. Therefore, use of automated dynamic analysis as opposed to
manual perusal can yield better results, providing auditing scalability for a multitude of firmware solutions 9.
Testing frameworks, including FAT 11 and QEMU 12 simplify the analysis by incorporating several

vulnerability assessments tools and emulation.

» Mitigation techniques: In addition to cryptic packing, vendors may resort to de-compilation mitigation, adding to

firmware source inspection obstacles.

o Metadata unavailability: Masquerading device meta-data to avoid hardware-based hacking can inadvertently
complicate the security auditing process “2B7 by limiting information on product release, update log and
version number, and hardware architecture for de-compiler selection 113 |ntuitively assuming protocols, OS
and libraries and other data inputs are used to analyze the device for security vulnerabilities is therefore
common, as is brute-force fuzzing using genetic algorithms such as the American Fuzzy Lop (AFL) fuzzer [114
that aids when randomizing input testing. The scope, applicability, and operational capability of auditing

technigues remains vital to firmware vulnerability assessment and device protection.

3.2. Auditing Techniques

3.2.1. Static Analysis
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Static analysis involves manual and intensive scanning of the source code against ruleset patterns to identify
coding errors [115][116][117] ' Static analysis, therefore, does not involve the actual execution or emulation of firmware
and does not require the auditor to have physical access to IoT devices for scrutiny 28l Typical vulnerabilities
determined using static analysis include invalid references, buffer overflows and memory corruption flaws 118
segmentation faults, and uninitialized variables (1191 To reduce cost and time, auditors can use tools to automate

sub-processes, sometimes at the risk of greater false positives.

A typical example of a manual analysis tool is woodpecker, introduced in 2012 for Android applications 129,
Although the tool itself was not intended to find firmware vulnerabilities, it did find permission leaks in pre-loaded

applications.

Firmalice, another binary analysis tool proposed in 1, used an automation and parallelism approach that slices a
program and uses a symbolic execution engine to execute parallel functions for recording vulnerabilities. The tool

has the ability to understand security policies as well as identify privileged instructions.

A parsing-based analysis group was introduced by Parser Identification in Embedded Systems (PIE) 23], which is a
tool for detecting functions while parsing components and complex code. Before any classification can be
performed on the parsed components, the firmware binary code is converted to an intermediate language via
LLVM, thereby allowing PIE to analyze the firmware of embedded systems without any documentation or source

code.

As a follow up to Firmalice, Shoshitaishvili et al. proposed ANGR 211, enabling both static and dynamic analysis as
briefly described earlier on; ANGR remains popular among many other tool frameworks for carrying out firmware
analysis using binary control flow graphs (CFG). Following a different approach, FirmUp (2 performs static
vulnerability analysis of firmware images using CFGs and, additionally, firmware slicing to find the exact location of

vulnerable procedures.

Machine learning has been used to enable greater automation by incorporating pattern recognition in existing static
analysis techniques. In 2016, Feng 222l introduced an algorithm called Genius to solve the scalability problem with

control flow graphs using a combination of machine learning and computer vision techniques.
3.2.2. Dynamic Analysis

The dynamic schemes execute firmware code allowing auditors to observe system behavior without requiring
access to the program internals information. Dynamic analysis requires metadata information to optimize firmware
emulation. However, images cannot always be emulated without knowledge of the underlying architecture,
therefore dynamic analysis does not scale well when automated emulation is not possible, as it would require
repeated customization of emulation and configuration setup. Typically, dynamic analysis is employed when source

code is unavailable or de-compilation is unsuccessful.
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FIE 7 was developed to scrutinize memory locations of peripherals using invocation of interrupt handlers to
observe behavior. FIE was built using KLEE symbolic execution engine 119 and is micro-controller specific. FIE
keeps records of all previously analyzed states, filtered using state pruning and memory smudging. State pruning
helps remove redundant state executions for even small firmware images, while memory smudging allows FIE to

recognize loop counters and replace them with symbolic variables to help with greater code coverage.

Symbolic execution is a rather slow yet powerful technique to determine equations capable of defining as well as
fully describing the stagnant and operational state of firmware in real-time. Using symbolic execution, peripherals
are emulated, and input is generated for execution and testing in real-time. Tools such as Laelaps 23!, yEmu 123,
or Gerbil ¥3] can run various embedded device software without coding any specific device related information into
the emulator. Unknown peripheral registers are considered as symbols and the input firmware image is
symbolically executed to infer rules responding to unknown peripheral access types. The rules are further stored in

a database that can be referred to during firmware analysis.

Several multi-utility frameworks were developed to execute the dynamic analysis supported by full system
emulation via QEMU 112 which emulates the I/0 and kernel operations. One such framework is Avatar 49, able to
perform dynamic analysis of embedded device firmware and having equal applicability in the 10T domain; however,
it requires real hardware to discover vulnerabilities slowing execution of the entire procedure, which is adding to its

scalability concerns.

Expanding to industrial loT-ware, the dynamic framework proposed by Palavicini et al. 24 uses a combination of
methods, including binary analysis tools, cyber reasoning system, fuzzer, as well as security analysis virtualization
solutions such as OpenPLC, Firmadyne, and QEMU. The study proposes a three-stage approach, starting with the
extraction of the firmware blob to extract code for emulation, further emulating the code, and analyze the results for
vulnerabilities using a number of techniques such as fuzzing and symbolic execution. This analysis results in
finding backdoors, information leakage and code for creating botnets.

3.2.3. Hybrid Proposals

Hybrid approaches, amalgamating static binary analysis with dynamic real-time investigations are a valuable option
for greater auditing coverage. A hybrid combination of auditing techniques can be used to increase unknown
vulnerability detection efficacy. From a practical perspective, multiple systems can be considered hybrid; Costin
and Zaddach’s work 22, described earlier, is a combination of dynamic and static analysis that aims to achieve full

automation.

Hybrid techniques can also rely on fuzzing, using malicious input patterns to trigger unexpected device operation,
essentially stress-testing system security. loTFuzzer 7 is one such framework that uses a black-box approach to
detect possible memory corruption vulnerabilities. It sends probing messages to the 0T device and, when

crashing, collects the generated error messages.

3.3. Discussion of Auditing Techniques
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Dynamic analysis is preferred by practitioners over static analysis, despite the inherently high vulnerability
determination efficiency of the later, because complex reverse engineering and tight software—hardware coupling

raise additional challenges for static auditing B2

There are several classes of vulnerabilities that need to be audited and analyzed, including system properties,
access mechanisms and networking, code reusage, and user awareness. While some vulnerability triggers such as
authentication bypassing, hard-coded credentials, and memory corruption have been the subject of interest due to
their ubiquity, less frequent alternatives are often overlooked during auditing. Misconfiguration, user-awareness,
lack of regulatory compliance and standardization, as well as tainted data input and essential image management
have received lesser attention due to the complexity of a potential investigation and variability across the spectrum

of loT-ware in use.

Due to heterogeneity of loT-ware, auditing tools vastly focus on identifying and replicating recognized attacks, while
only a few solutions focus on finding zero-day vulnerabilities. The versatility of existing tools is questionable, as
most of them only cover a particular class or subclass of vulnerabilities and may not be easily extended to cover
others. In hindsight, some solutions such as ANGR 121l Genijus 222 Gemini 1241 Avatar 29 and DICE BZ can
detect numerous vulnerabilities due to their underlying methodology, but may also exhibit a high rate of false
positives unless used by domain experts. Several solutions discussed earlier employ a wide range of methods for
firmware analysis, including function profiling, program slicing, inter-relating shell scripts, code snippet emulation,
and augmented process emulation. While beneficial for individual tools, establishing and developing a similar
critical mass of equivalent human expertise in such a wide variety of techniques is very challenging. The
complexity involved and the associated human expertise required can directly impact auditing results. In terms of
future trends, research is increasingly focusing on machine learning and blockchain technology. ML and blockchain
can, to an extent, bring further flexibility, adaptability, and automation to firmware auditing. However, harnessing the

full spectrum of potential applications of these technologies remains an open initiative.
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